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Why do we like location based apps?
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The location of
our Bat Cave
is meant to
be secret, so

STOP
CHECKING IN!

AGENT-X COMICS &

PS

@ The Batcave

o
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ROBIN |

just checked in

WWW.AGENT-X.COM.AU
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WOW!!!
GOLDEN EARRINGS!
THANK YOU DARLING!
THAT'S SO CUTE!
BUT WHO HAS GOT THE
SECOND PAIR YOU'VE
BOUGHT?




0.4 miles

E] Good Morning

Golden Gate Bridge

Driving to: Work? veraSt ' 18th Ave | 12th Ave
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How can you be geolocated?
(without you fully knowing)

GPSC
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IP-based Geolocation

Ver informacion de mi IP Foro Mas informacion sobre IPs Idioma ~

@ GeoIP Tool ‘
i .

*

Pais: United Kingdom
Ciudad: London
Direccion de IP: 109.73.65.211

K

Nombre Host: 109.73.65.211

®
Berlin

Direccion de IP: 109.73.65.211 Alemania

Pais: United Kingdom

Cadigo de pais: GB (GBR)
Region: London 1068,GB,[1,"Luton
Ciudad: London

Hora local: 31 Oct 10:23 (GMT+0000)

Portuga gy -
Cédigo Postal: EC4N Datos de mapas €2016 L————1 Téminosd

Latitud: 51.5144

Longitud: -0.0941

Source: GeolPTool
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seghanpence & =ed

flickr v

Home You Organize & Create Conlacts Groups Explore Upload Search

Actions v Sharethis ~ -Prev @

o s By meghanpeanne
-

. L
COUNITED STAYES

This photo belongs 10

* meghanjeanne’s cholosYeam

This photo 350 appears in

The Stariay HXeI

* Histone Hotels of America
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< (€ ‘ & https://www.google.co.uk/search?tbs=sbi:AMhZZisxKklsZBRXOvH7f2NXW3i7CJafjBPI9p_1cmwBd0Qu2iKy6L

GO gle gw statue of five goats (o R} n

All Images Maps Shopping More v Search tools

About 2 results (0.56 seconds)

Image size:
4320 x 3240

No other sizes of this image found.

Best guess for this image: statue of five goats

Legend of 5 goats | - Guangzhou.chn.info
www.guangzhou.chn.info/overview/legend-of-5goats.html ¥

There are many goat statues in Guangzhou and the Statue of the Five Goats is the most impressive,
and now the one which were built in Yuexiou Park in 1959 ...

ellouis y
@ellouis

Just discovered that even though geotagging is disabled in my
camera, Google Photos automatically adds location when it
recognizes a landmark. Very creepy.

Q 313 5:24 PM - Aug 6, 2018 i

& 190 people are talking about this >
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Biometric geolocation
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A short walk away 1.0 mine
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Keep up and meet up

==‘o ‘a; with your friends
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MailOnline

L

FREE - On the Microsoft Store
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Mastercard under fire for tracking customer Credit Card
credit card purchases to sell to advertisers

. Credit card firm refuses to reveal 'proprietary’ technique that allows it to
anonymously track customers and target them with online ads

. Privacy campaigners accuse firm of 'treating details of our personal
behaviour like their own property’ 1234
. System tracks information about the date, time, amount and merchant CAR DHOLDE

. Credit card firm says system is only operational in US

193y 578 d012°345k

an pl/22
R NAME

By MARK PRIGG W
PUBLISHED: 15:52, 17 October 2012 | UPDATED: 17:36, 17 October 2012

FES DG E =~ 8

Mastercard has come under fire for tracking its US customer's purchases and selling the data to
advertisers.

The credit card company’s MasterCard Advisors Media Solutions Group boasts it can target the
most affluent customers and tell advertisers who is most likely to buy their products.

Tha firm Anac thie hv trarkina a ranenimar'e rradit rard dataile - althnniah it eave thair idantity

GPSC




Radio-based localization
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Source: theblog.adobe.com
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Store #45

Store Entry (beacon #1)
Women’s Pants (beacon #2)
Women'’s Shorts (beacon #3)
Men’s Polos (beacon #4)
Men’s Pants (beacon #5)

Total Beacons: 5

16



Trilateration Triangulation
a2
BS:

o1 UE
BS1 3

BS;

Source: J.A. del Peral et al. “Survey of Cellular Mobile Radio Localization
Methods: from 1G to 5G”, IEEE Communications Surveys & Tutorials, 2017.
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Source: The Wrongful Convictions Blog
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-~ Signal strength-based triangulation/trilateration

a)

A
‘J“J.‘”j\l‘l‘l

Miles From Tower

12.6 miles —,

= 4 mi. from orange tower
= 5 mi. from blue tower
= 5 mi. from green tower

Source: The Wrongful Convictions Blog
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of Arrival (ToA) based trilateration

Satellite 1
s\

Satellite 2
e T

Source:GISGeography.com
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Source:GISGeography.com
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Vultilateration: Time Difference of Arrival (TDOA)

time difference of arrival

-0.3 0.3 0.1

0.0 00

antenna 1

0.1 )

o,
o ‘
I 03
antenna 3 () @) antenna?2

Source:[Fujii et al. 2015]
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ingerprint-based localization

Signal Strengths

Access Point #1 | Access Point #2

Access Point #3

Source: M. Stella, M. Russo, D. Begusic, “Fingerprinting based localization in
heterogeneous wireless networks”, , Expert Systems with Applications Journal, 2014

GPSC
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Source:Wigle.net
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GPS location

text messages e-m ai I S
call history
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iTunes
Podcast

AtlantTI
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Audio

ENF

Extraction
(filtering)

>

Estimation
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Fluctuations

Estimation
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ENF
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l

Frequency iHz}
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Why is it dangerous?
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DOW JONES, A NEWS CORP COMPANY v

DJIA Futures 4 18116 0.10% Stoxx 600 ¥ 339.49 -0.38% US.10 Yr 4 2/32Yield 1.842%

Crude Oil v 48.49 -0.43% Euro ¥ 10956 -0.28%

THE WALL STREET JOURNAL. .o

Opinion Arts Life Real Estate Q

Home World U.S. Politics Economy Business Tech Markets

gy Dyn Says Cyberattack @ Visa Taps
A %53 HasEnded, Blockchain for Cross-
o § Investigation Border Payment Plan
Continues

WHAT THEY KNOW

Airbnb Revises New

°
York Rules Amid L k
Possible Legislation I In Ield >

Websites Vary Prices, Deals Based on Users’

Information

By JENNIFER VALENTINO-DEVRIES,
JEREMY SINGER-VINE and ASHKAN SOLTANI
December 24, 2012

It was the same Swingline stapler, on the same Staples.com website.

But for Kim Wamble, the price was $15.79, while the price on Trude

Frizzell's screen, just a few miles away, was $14.29.

Stoxnloc soodtotlbanldtbh axrarrana loootad

Most Popular Videos

KLM to Make Final
Dramatic Landing
With 747

Bottle Flipping Hits —_ ™
a Wall

AtlantTI
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Information & Communication Technologics UanerSldade\/lgO
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Click here to login or create an account » £ Sign in with Twitter

bwibpic

i) Posted on February 0, 2010
e by donttrythis

ot
b \

B

DRIVERS WHO SWITCHED

SAVED $348

AVTAK OH AVIXAGE

Now it's off to work in my beasL Wait... How'd that DOG get in there? £ share this pheeo

Login to leave a comment £ Putthis phoso on your website

123 Next o 21833

mableitsml 150 dayr apo Events

This ¢ar is missing some explosive devices ;) Togs

furzy 10498 258 Goys ogo
the mystery of the poofing dog

sewdolcoe 164 doys ago

now THAT Is a truly awesome machine,

» 1 B

fiakdawg$ 173 dayx ogo

PS
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Raising awareness
about over-sharing

Check out our on the CDT website.

32K people like this. Be the first of your friends.

Check your own Twitter timeline for checkins

Are you curious if people can see your checkins?
Enter your Twitter username and find out.

[ Your Twitter username ]

Research Center for
Information & Communication Technologics

UniversidaggVigo

More Info

Home

Why

Made Possible By

Foursquare
Twitter

(@boyvanamstel

31
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Rogue employees

Facebook Engineer Accused of Stalking Women Online Using ... ° o o

TECH » FACEBOOK

Facebook Engineer Accused of Stalking Women
Online Using Company Data

0000

SFGATE LocAL NEWs SPORTS REALESTATE BUSINESS AXE FOOD LIVING TRAVEL OBITUARIES

Facebook’s data security troubles certainly don’t end with the Cambridge

Analytica scandal. The company is now investigating a claim that an engineer

Google worker arrested for cyberstalking

By Erin Allday Updated 7:14 pm PDT, Saturday, October 25, 2014

used access to Facebook’s data to stalk women online.

The social media giant told Metherboard that there are “strict technical

e , - M f ¥ ?2 & & & =
controls and policies to restrict employee access to user data,” emphasizing
that Facebook employees can only access the data they need to conduct their A Google employee from San Jose is facing federal charges in connection with the alleged cyberstalking of a former college
jobs. classmate and a threat to reveal naked pictures of her if she didn't send him more explicit photos and videos.

According to documents posted Friday on The Smoking Gun website,

The allegations against the Facebook engineer surfaced Sunday night in a tweel La carrera
from Jackie Stokes, the founder of Spyglass Security. de tus Nicholas Rotundo, 23, was arrested Oct. 4 after an investigation by the FBI
and the University of Texas at Dallas. According to the FBI documents,
SUfia an Rotund ' 1 f Google in M tg' Vi d living in San Ji
otundo was an employee of Google in Mountain View and living in San Jose
Reino Unido By v 5

s Jalclfle 5‘“"9“ v during the 15 months when the online harassment allegedly took place. It's
@find_evil

I've been made aware that a security engineer currently
employed at Facebook is likely using privileged access to stalk
women online.

T iSin pagar not known whether he is still employed by Google.
mientras estudias!
OK The alleged stalking began in June 2013 when a woman, identified in the FBI
[\ Esvuounre | documents as a University of Texas at Dallas student, received an e-mail
| have Tinder logs. What should | do with this information? inviting her to join a research study on “the public’s perception of different
O 593 4:50 AM - Apr 30, 2018 o
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Map  Satélite

Weisendorf Hlekdcd

Aurachtal
Herzogenaurach

Obermichelbach
Puschendorf

Veitsbronn

nzenn

Seukendorf
;v—lero"(v |= .

Méhrendorf Langensendelbach

Bubenreuth

Marloffstein ,
Neunkirchen
am Brand

Uttenreuth Kleinsendelbach

gen
Ecken

Tennenloher Kalchreuth
Forst

TENNENLOHE

Heroldsberg

‘ Kraftshofer
BOXDORF Forst

+

ALMOSHOF
ZIEGELSTEIN

Datos de mapas ©2016 GeoBasis-DE/BKG (©2009), Google  Términos de uso

|° 01 Sep 09 10:43]

October November

September

Show the points in time, Malte Spitz
was in the selected map segment, too

December

Tuesday, 1 September 2009

Spitz continues takes the train to Munich. At
2 pm he has a meeting in a beer garden -
most likely "Das Kloster" near the Munich
Ostbahnhof station. Flight back to Berlin in
the evening, lading at Tegel Airport around
11 pm. (source: Twitter)

13 incoming calls
46 outgoing calls
total time: 1h 29min 48s

19 incoming messages
26 outgoing messages

duration of internet connection:
20h 38min 22s

Download Data

January February

e T B

Source:http://www.zeit.de/datenschutz/malte-spitz-data-retention
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Are we concerned about i1t?
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Are people really concerned about location
~ | privacy?

i Survey by Skyhook Wireless (July 2015) of 1,000
Smartphone app users.

40% hesitate or don’t share location with apps.

20% turned off location for all their apps.

* Why people don’t share location? s s L G it 00
. Tapping Into the Consumer Mindset
* 50% privacy concerns. -
» 23% don’t see value in location data. ::.:;:::::r.:z.j:m:..;
Fl '

* 19% say it drains their battery.

* Why people turn off location?
* 63% battery draining.
* 45% privacy.
* 20% avoid advertising.

The hurdles to getting a user to turn location services on?

AYVAYA '

Y

23%

Research Center for - . .
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How much is geolocation data worth?

GPSC
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Many participants opted-out of
revealing geolocation information.

| B= Location

Avg. daily value of location info: 3 € — Calls

I Apps

— Media (\

v
> /\\ /’x \ /\
- \
©
> | O [\,\
5 \ LA /y
8 s S| Y 5 \W/ N LA

et L)
S=Sen
oS oW

-

3
/

1
0

-

-

7

1
1

-

-~

e~

- TS e

-

1
1

1
1

Strong correlation between the amount traveled
and the value given to location data.

/ / / / / / / / / / ! / / / / / / | 1 1 1 4 3 1 | 1 / f
{1 11 1111111 111111112 2 222222211
1 ¥ ¥ 3 1 1 1 1 ¢ ¢ 31 1 1111 1% 1 2 2

* ). Staiano et al. “Money Walks: A Human-Centric Study
on the Economics of Personal Mobile Data”. ArXiV 2014
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More Points,

Points earned
this month ‘ @

— * GeoTask
—— e £1 PayPal cash voucher per
SO HAVEEOD PGS 100 days of location data
sharing (£0.01/day)

RS Financial Times in 2013: advertisers are willing
@ | to pay a mere S0.0005 per person for general
| information such as their age, gender and
location, or S0.50 per 1,000 people.

Opinions

GPSC
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http://www.ft.com/cms/s/0/3cb056c6-d343-11e2-b3ff-00144feab7de.html#axzz3sKYPVPiL

For Home For Business Security Intelligence Why Trend Micro Support

How Much is Your Personal Data Worth? Survey Says

Physical location information is sixth at
USS$S16.10. US citizens priced it at US$38.40 while
consumers in Japan and Europe priced it a paltry

USS4.80 and USS5.10 respectively.

In this day and age where privacy, security and the lack of both (which

Home address is seventh at US$12.90, with US
consumers once more pricing it at US$17.90.
Japanese respondents pegged this information
at US16.30 while those in Europe priced it at
USS5.00.

AtlantTIC

Research Center for
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r real
INSURANCE®

P\
> & R ik @
Car Home Landlords Life Incon
Insurance Insurance Insurance Insurance Proteci

Home / Car Insurance / Pay As You Drive Insurance

'y
’_

Pay As You Drive Insurance

If you want the security of Comprehensive car insurance but you only drive a little, thel

g 1 r [ ‘IC Research Center for
t ant Information & Communication Technologics

UniversidaggVigo

* Formula can be a function
of the amount of miles
driven, or the type of
driving, age of the driver,
type of roads used...

* Up to 40% reduction in the
cost of insurance.

GPSC




Location-Targeted Mobile Ad Spend to Reach $29.5B in the

U.S. in 2020

® June 16,2016 &

(3 Press Releases

That’s S90 per person year

Native social advertising will represent more than one-quarter (28.1%) of U.S. local-targeted ad spend
by 2020, pulling market share from search and display.

CHANTILLY, Va. (June 16, 2016) - In the spring update to its U.S. Local Advertising Forecast 2016, BIA/Kelsey
projects location-targeted mobile ad spending to grow from $9.8 billion in 2015 to $29.5 billion in 2020, a 24.6

percent compound annual growth rate.

The forecast offers breakouts of ad spend for search, traditional display, native social, traditional video, and
messaging. Search will continue to eclipse all ad formats, holding the largest share of location-targeted ad spend

through the forecast period. However, that share will decrease from 57 percentin 2016 to 42 percent in 2020.

BIA/Kelsey projects U.S. location-targeted
mobile ad spending to grow from $9.8
billion in 2015 to $29.5 billion in 2020.

AtlantTI

Research Center for
Information & Communication Technologics
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Sign In
Markets Tech Subscribe to Businessweek Q

SAP, Germany, estlmates wireless carrier
revenue from selling mobile-user behavior data
in $5.5 billion in 2015 and $9.6 billion for 2016.
Other estimates for 2020 put it at $79 billion.
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Countermeasures
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* Makeup tips to fool facial recognition software.

AtlantTI

Look N° 5 (a)

For New York Times Op-Art

Model: Bre Bitz

Hair: Pia Vivas

Makeup: Giana DeYoung

Assistant Creative Direction: Tiam Taheri

Research Center for
Information & Communication Technologics

Look N° 5 (b)

For New York Times Op-Art

Model: Bre Bitz

Hair: Pia Vivas

Makeup: Giana DeYoung

Assistant Creative Direction: Tiam Taheri

UniversidaggVigo

)\

* A project by Brooklyn artist Adam Harvey.

Look N° 5 (c)

For New York Times Op-Art

Model: Bre Bitz

Hair: Pia Vivas

Makeup: Giana DeYoung

Assistant Creative Direction: Tiam Taheri

GPSC




-Hyperface

* By the same artist, tries to confound the face detection

software by creating textile fabrics with lots of ‘faces’.

Anti-surveillance clothing aims to hide
wearers from facial recognition

Hyperface project involves printing patterns on to clothing or
textiles that computers interpret as a face, in fightback against

intrusive technology
TELTER Ty ;h-“l""‘
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LR e | girt-
1} HEN ng e =
- e ‘ T.-h " I L qﬂ
- =! C F - 1
‘ al.: . l:. F_ .F . " : " f Textile pattern prototypes for Hyphen-Labs / NeuroSpeculative AfroFeminism (NSAF)
| vl . o Rendering by Ece Tankal
I .'h = F ' r -,h e g I -
y* . . ;
h : . - -y # s B®
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"« Deceive a GPS receiver by transmitting fake (but legitimate
looking) GPS signals.

* |ts becoming more of a threat since the advent of cheap SDR
platforms.

. . > -
* Works with GPS Spoofing \ af & & P
A ; 3
Ay l\ 4 ﬁ
. | o
Pokemon-Go too! \ I VR
‘\ R / 1 :
: / A :
Authentic L1 Signals &
from satellites
= o= . '
N \
A SO \' l \N\Q‘ \"
Spoofer ""‘ f X False position
position 4 True position
Source: spirent.com
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'/,/ oy . @ dandumont — pi@RaspberryPi: ~ — ssh — 80x24

"/ [ . G
/ [ ] Current MAC: EQ:F8:47:10:78:8A Channel 12 with SSID: SamWifi
- Current $ 3 Channel B with SSID: FreeWifi

Current H H Channel 13 with SSID: SylvainPWIFI

Current : : Channel & with SSID: Freewifi
° Current : : Channel 13 with SSID: TIWIFI
n etWO r S W I t 7 Current s 2 Channel with SSID: FreeWifi_secure
Current 3 H Channel with SSID: TIWIFI
Current 2 3 Channel with SSID: Freewifi_secure
Current : 147: Channel with SSID: TIWIFI
Current : 121: Channel with SSID: HIDGUEST_ENG
eXt re l I I e C e a Current H H Channel with SSID: Tom's Hardware
¢ Current : 3 Channel with SSID: kubica
Current : : Channel with SSID: Tom's Hardware 5 GHz
Current H H Channel with SSID: MACe2
- Current H 3 Channel with SSID: aispmetra
a r Wa re . Current : H Channel 11 with SSID: nicolle

Current : : Channel 11 with SSID: Bestofmedia
Current : : Channel 5 with SSID: quality
Current (] 8 Channel 11 with SSID: BOM_Guest
Current : :8A on Channel 18 with SSID: SamWifi

e List of APs MACs is BN G S | i
available at e.g.
Wigle. Need to
create more fake
networks than
correct ones at a
given point.

Source: https://www.journaldulapin.com/2013/08/26/dont-trust-geolocation/
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Geo-spoofing: How to Fake Your
Location Using a VPN

By Top10.com Staff | Nov.08, 2018

n — Advertising Disclosure
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How about
anonymization/pseudonymization?

GPSC
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Anonymization

Location Location

q

Service provider

Anonymity provider
(local/central)

Problems:
 Difficult authentication and personalization.

e Operating system or apps may access location before
anonymization.

Research Center for - . .
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Pseudonym Service provider

Problems:

e Operating system or apps may access location data before
pseudonymization.

* Deanonymization.

GPSC
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N ° [ [
Deanonymization based on home location [Hoh,

N /QZ,/
~ Gruteser et al 2006%*]

e Data from GPS traces of larger Detroit area (1 min resolution).

* No data when vehicle parked.

e K-means algorithm for clustering locations + 2 heuristics:
* Eliminate centroids that don’t have evening visits.
e Eliminate centroids outside residential areas (manually).

100

90

80F

70F

60

§ 50 4 minutes
=z O 2 minutes
§ 401 (o] 1 minute
: o :
30f 10 minutes
20
10
* B. Hoh, M. Gruteser, H. Xiong and A. Alrabady, "Enhancing % 20 10 8 m 100
Security and Privacy in Traffic-Monitoring Systems," in IEEE d— .

Pervasive Computing, 2006]
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N

Deanonymization based on home location
[Krumm 2008%*]

2- week GPS data from 172 subjects (avg. 6 sec resolution).
* Use heuristic to single out trips by car.

* Then use several heuristics: destination closest to 3 a.m. is
home; place where individual spends most time is home;
center of cluster with most points is home.

e Use reverse geocoding and white pages to deanonymize.
Success measured by finding out name of individual.

e Positive identification rates around 5%.

* Even noise addition with std=500 m gives around 5% success
when measured by finding out correct address.

*J. Krumm, A Survey of Computational Location Privacy, Personal and Ubiquitous Computing, 2008

GPSC
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e Dataset with hourly updates and resolution given by cell
carrier antennas, only 4 points suffice to identify 95% of
individuals.

* Uniqgueness of mobility traces decays as 1/10th power of
their resolution.

A B 1.0
ey I
. -
&
T " :

z IS ()=1
12:05pm | ® A W |S()p)|s2
[9:15am | ~ o 2 . =

m— c

"4 g

o

—— [=
2

2 3 - 5
Number of spatio-temporal points

*Source: Y. de Montojoye et al. Unique in the Crowd: The privacy bounds of human mobility, Scientific Reports, 2013
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. Deanonymization in VANETSs [Baldini et al 2017%]

* Even if pseudonyms are used, the RF fingerprint from the
Dedicated Short Range Communications transceiver can be
used to deanonymize the vehicle.

* Source: G. Baldini et al. “An Analysis of the Privacy Y
Threat in Vehicular Ad Hoc Networks due to Radio ' (( Privacy attacker
Frequency Fingerprinting”, Mobile Information
Systems, 2017.
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Location Privacy Protection Mechanisms
(LPPMs)
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Source: CNN

UniversidaggVigo

61



Retrieval in Encrypted Domain

Encrypted LB query

— = s
Encrypted reply %
 —

Research Center for - . .
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et al., 2008*]

* Example:
4 pharmacies
* Map gridding.
* Distance rule:

square is closer to
the pharmacy for

which more points
are closer.

*G. Ghinita et al. “Private queries in location
based services: Anonymizers are not

necessary,” in Proc. ACM SIGMOD, Vancouver, BC,
Canada, 2008
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Private Information Retrieval of Location [Ghinita

e Query the server for the closest pharmacy without it
knowing where we are.

M Iniciar sesion

m Povisa Farmacia
C‘Q <
A ’Zr& \?:\
H Hospital Povisa @7
D
C
CR
Ul
%/ @ Arenal
)
® i
FARMACIA AURORA 96 Castaio
IGLESIAS ALVARADO &
'
Foster's Hollywood M («
o Gran Via Vigo
e McDonald's 1
®,
2. Gran Via de Vig~ ~
’cp 0
{9% :S\\“
S +
-
A ’\/\gu
§} EHE <
Anidanaia AaNavaran



']

e
= o

e
_ Private Information Retrieval of Location (2)
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Private Information Retrieval of Location (3)

r Assign a number to every square in the “cloaking region” (CR).
e Example: CR has 7x10=70 cells.

* Server constructs a 7x10 matrix with 2 bits to indicate color, e.g.
* 00:

 01:
 10:

e 11:
* Protocol intends to retrieve the two bits for a certain position

without the server learning which position that is.

GPSC
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Private Information Retrieval of Location (4)

"« Recall: if a, p are integers, then @ mod P is the remainder of
the division of a by p.

* Given integer NN, integer @ is a quadratic residue (QR) modulo NV
iff there exists integer ¢y such that

For instance, 5 is QR mod | | because
2 5= 4% mod 11
a = y mOd N but 6 is a Quadratic Non-Residue
(QNR) mod I1.

* Modulo a prime number p, there are (p — 1)/2 QRs and

(p—1)/2 GNRsin{1,--- ,p—1}
* Modulo a composite number N = p - g, integer a is QR iff it is
QR modulo both p and gq.

66
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Private Information Retrieval of Location (5)

"« Let S be the set of integers that are QR modulo both)P, 4 or
QNR modulo both p, q . i

~ o

. Those are QR mod N
* Quadratic residuosity assumption:

* Given g, it is feasible to know whetherg € S, but

* Given g € 8§ itis computationally unfeasible to know whether @ is QR
mod [N or QNR mod /N, if the factorization of /N is not known.

bl
~ o
~
~

If it’s not known, there is

* Then, if the user sends a vector of integersin §  50% chance for QR/QNR.

&B-—+>whym-~,yﬂ-->]§ﬂi

of which one (say ¥m) is QNR mod N and all the others QR mod NV,
the server cannot know where is the distinct one!

GPSC
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the column where he is) is QNR. All the rest, QR.

AtlantTIC
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Information & Communication Technologics
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* The user sends [yl, Yo, ,y10]. Only Y6 (corresponding to

7y10]
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* The server has a matrix for each output bit-plane. In our
example, for the first bit:

[ ] M; ; =0

M ;=1

Atlan tTI Ftefrrnd 1C &Le( fmrn mic n ‘Technologic: Universj-dade\/igo
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" * For every row of matrix M, the server computes

Zp = Wp 1 Wp2 - Wrt %

2 .
y:, M., =0
where w,; ="’ - l

Yi, ifMT’jzl
[Zla Kyt " ,27]

* Note that:
e All factors of the form yf- are QR.
 All factors of the form ¥; are QR except for Ym.
- &
 Then, the result 2, is

* QRif M, ,, =0
- QNRif M. =1 column m

GPSC
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"« There is a certain “dummification” of the queries: the user will
get the answer for ALL cells in the same column. This increases
the bandwidth cost.

 Complexity increases linearly with the number of bits in the
answer (2, in our example, because there are 4 pharmacies).

* By using a 2-D reordering method, all points can be putina 1-D
vector and then, instead of sending ¢ values and getting u
answers, it is possible to send { - u values and get one answer.

* There is an inherent granularity in the cells, reminiscent of
guantization methods, with a corresponding loss of utility.
Smaller cells increase accuracy, but also communication and
computation costs.

71
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. Homomorphic schemes

7« An homomorphism is a mapping between structures that
preserves operations.

* Forinstance, given two sets A, B and two respective
operations ¢, o, thereisamap f : A — B such that

flxoy) = f(z)o f(y)

* When fis an encryption function, the existence of an
homomorphism allows to do operations over encrypted data
without a prior decryption.

72
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7

Paillier scheme

"« Client generates two large primes P, @ which are secret. From
them, N = p, q is made public.

* Client generates g < N? with some additional properties.*

* Given message m < IN encryption is as follows:
¢ =¢"r" mod N?

where r < NN is ‘randomness’ coprime with V.

* The randomness can be eliminated if p, g are known, because
then A =lecm{(p —1),(¢ — 1)} is computable, and

> = ¢™ mod N?

* g must be coprime with N and such that its order is a multiple of N.

Research Center for - . .
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Paillier scheme

» To recover m from ¢, write g=(14+N)? mod N? and
notice that (binomial expansion)

(1+ N)g’ =1+ Ng' + terms with powers of N higher than 2

so g =1+ Ng mod N? and g™ =1+ mANg mod N?
Define the extraction function: L( )=(u—1)/N

Then, L(g mA mod NQ) mAg’ mod N, so if we multiply by
the modular inverse of A\g’ we recover the message.

Note that \¢’ = L(¢* mod N?) mod N

GPSC
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. Paillier scheme

So, given ¢, decryption:
A

1) eliminates randomess 1 by computing ¢
2) extracts mAg’ mod N by doing L(c)‘ mod N2), and
3) recovers m by multiplying by ()\g’)_l mod N

GPSC
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. Paillier homomorphisms

'« Given two ciphers

c1 = g™r mod N?, ¢y = ¢™r5 mod N?
* If we multiply them
C1*Co = gm1+m2 (7“1 . TQ)N mod N2

* When we decrypt, we get mq + ms. So the sum of clear
messages is equivalent to the product of their ciphers.

GPSC

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanﬁrSldade\/lgO

76



~ * Given one cipher

¢ = ¢™r"Y mod N?
* If we raiseitto ¢
¢ = ¢™(r")" mod N?

 When we decrypt, we get m - ¢ . So the product of the
message by a constant is equivalent to exponentiation of the
cipher.

6PSC 77
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éomputing Euclidean distances with Paillier

* Client wants the server to compute the distance to a given
point without revealing his location.

’ ] vry ) @ 4/4/‘ P\(\\W £
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g o 2 :
. d S %
the squared distance. ; ;
(2 @La Botica De &
< @ Los Perfumes, (
0 Bordar C
: . : Lo y ) ) !
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3 2 Farmacia m @\Jqle
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’Computing Euclidean distances with Paillier

ar Knowing the coordinates of the desired point (Zpoi, Ypoi) SErver
' does
—2x oi - oi
EnC p°'+yp°' ' (Enc(xuser)) - (Enc(yuser)) e Enc( Tyser T yLQISGI’)

* And sends it back to the client. When decrypting, thanks to
Paillier homomorphisms, the client gets

2 2 2 2
Tpoi T Ypoi — 2Tpoi * Tuser — 2Ypoi * Yuser T Tyser T Yiser
2 2
— (xpoi — xuser) + (ypoi — yuser)

79

GPSC

rch Center for . . .
AtlantTIC Ir f)l'lﬂdl( IZ{:( ommunication Technologics UnlverSldade\/lgo




AtlantTI

Research Center for
Information & Communication Technologics

Source: Caro Spark (CC BY-NC-ND)
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Input
location

X

Output
pseudolocation

Z

Source: Motherboards.org
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Perturbation-based LPPMs

. Z=p(X)

 The mechanism may be deterministic (e.g., quantization) or
stochastic (e.g., noise addition).

* Function ¢(-) may depend on other contextual (e.g., time)
or user-tunable (e.g., privacy level) parameters.

* When the mechanism is stochastic, there is an underlying
probability density function, i.e.,

T (Z]X)
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Atlan tTIC Information & Communication Technologics Unlvers}'dade\/lgo 82

GPSC




) eir
2 Rz 5, (NQUEIro, &7
s ”Of = A{&O
o oy
o) )
(IPJ (e
= g
o & o
S .
m
& s
Bordar
>9)
(%)
R0 o=
2. < =
ca@ © & o
o Q &
= (%) =
R/ S
£ ® % 5 =
% - 0 Castano
o . &
Centro Privado de 2
Ensino Miralba §
- < D 2}
. , ) @
1l Vigoalminuto 666 Q‘S

AtlantTI

Research Center for

Information & Communication Technologics UnlverSldade\/lgo

83



ISR
|

AT
I

R
= ! fo)f 0
o s <
o @
4 (e}
= g
o & o
3] :
m
& s
Bordar
()
2 &
ca @ o £
= 6‘ Q)
S 08
X K
% <
(W)
1l

Research Center for - . .
Atlan tTI Information & Communication Technologics UnlverSldade\/lgO

eUOJ29 ap eny

a
Vigoalminuto

(indepedent) noise addition

o v
bQ//\/ CQ
fo 32
QX e
£
(7
% 78
23 Ly
o ®
s
(&)
o @
Hospital Povisa 7D
@
2 D N
2 S\ SR
o2
35
2
(2 ﬁ’%
2
®
N
SCy
& &
- %
(04
S 5 2
O Castano
%)
: @
Centro Privado de @
Ensino Miralba AN
® e &
o5 @
o\ foS

84



quantization
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LPPM Topologies
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Utility vs. Privacy

* |n broad terms:

Privacy

Utility Loss

GPSC
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Z4
_ Very nice, but...

~ * There are two main problems:
How do we measure utility?
How do we measure privacy?

" BUT IF WE DIDN'T MEASURE THINGS WE |
WOULDN'T KNOW HOW GOOD WE WERE
§8\- AT MEASURING THE THINGS THAT WE'RE
A MEASURING!
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Quantifying LPPM Performance

GPSC
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* Real locations:
il

* Obfuscated locations:
5T

* Location Privacy-Preserving
Mechanism (LPPM):

f(zfr|xfr” Zfr—l)

* Sometimes, just:

f(=" ")

Research Center for
Information & Communication Technologics
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B
Q ActiveCarePharmacy

e Watsons
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M 1 ong Kong @

e omgZare; Hong Ui H 2 %
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\\

® - HP. a8 /y% 5 S aTs
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* Markov: M (z"t|2") ) ) éé?ﬁfé‘“”?;‘”'“
7'('0(131) £z oﬁ“'@
Right View Hall ( )
m(xt, 22, 23) = mo(x!) M (2?|xt) M (x3|2?) [Sh;‘;j‘:u’i;’ I
RE .
- E.
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£ Kowloon Park
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- Kowloor Park 7/ 1 Utility Loss:

{358
NEEAE -} ActiveCarePharmacy
N Extra money
Extra waiting time
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R : \ B mt?r(?mnﬁwen:al Grand
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* Kowloon Park.

- B
NHELE | mActiveCarePharmacy
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~Average Quality Loss

74

~ * Formally, we define a generic point-to-point distance
function: dg(z, z)

NS

AN

* The most used metric is the Average Quality Loss:

Q =E{do(x,z
{Q(g*z}

User mobility profile LPPM

N/

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanﬁrSldade\/lgO

103



- Kowloon Park
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Natsor Manhattan distance

do(a,2) = lle — 2|l ° ou

Fook S

yau

ERE

;: i InterCentinental'\Gra
Kowlpon Mosque Ay Stanford Hong Kong
and Islamic Centre: odyear Pharmacy j:‘e ' ARG R MR )
' NEEBEHEFE & Perfume ! 20
P L \ A®
SN Homeocare Hong Gina i %
‘ o Kong Homeopathy iving ouse
Tak Shing Pharmacy Q Haiphong Rd

Silvercord @

Euclldean distance

% Ll d T, 2) = ||z — 2|2
Tt 2 2 Mody Rd
2 =
2 Ul Sangeetha Vegetarian |, &
u Restaurant, Hong Kong ¥/
Sangeetha Vegetarian
Cl a § -
' Tsim Sha Tsui @ ,
East Waterfront... /
1881 Heritage y % ;
(Old Marine Police... ' 2
1881 Heritage The Peninsula -
Hong Kong @ Qnght View Hall 1 e
e = (Pharmacy) B oy v
QWatsons East Tsim Sha Tsun63
salisbury Rd , KRR
- [

Research Center for - . .
Atlan tTI Information & Communication Technologics Unlvers}'dade\/lgo Gpsc

104



« Kowloon Park
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\, The average loss is great! or maybe it’s not...

— 85 a7l PAT HEUNG 7
J N 73 it : S ’ l
S— s ) 7 M g el
S ~ HEUNG Ao %
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© DISCOVERY BA
P
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Privacy

- :
~ * Privacy... against what/who? An adversary

hannon’s maxim:
.-* é enemy k&vs the system”

kx Wants to learn:

T T
m’ L




//////{/ /

Optlmal Adversary’s Attack.
Computing the Posteriot.

© .
CesapCh@EZ St

o : 27th < '9,
27th St o
- 2 £ © ® =&
x 5o% %(‘;. puncan St e &
% e
e o R 05 7St - .,
R 8th St 6] ® Valley St
S a0 VI E SQUARE Valley @ .
& = 29th St
Vlsta Del & Q s
Monte Day.St- " oXe) “’;
r:)‘ . ~30th St 30th ST‘
o Canycﬁ) Park 2 Billy Ggat Hill o
"9y,
L5/ h
Tr(:I:) i (z |$) v “ Sy Rand:’! St L
(aj ’ Z) 3 Glenridge Miguey s, cairmount St
S wex M) J(2]2) oo
. @ & < 2
’»‘f-"»" . :C}\ AID-'J/ L:r)‘ E G L E N P A R K o -(A\\g
> St = e N .xNer
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= 'x‘p‘?f .

If the adversary just cares about
getting the real location right:

T = arg max, p(x|z)

If the adversary wants to get as
close as possible to the user on
average:

T = argmin, p(z|2)||r — 2||2

A0 ¢ Ator, % GLEN PARK
3 i 1e = ® = R O

Research Center for - . .
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Optimal if

. more general: dp(z,2) = Euclidean

A Optimal if
dP (337 .GC) dp(x,T) = Hammmg ‘o

& = argmin p(z|z2) - dp(x, )

dp(x,2) = Manhattan distance

Semantic distance V’%"”Q”A” BT

ista D ‘
Aonte Day St o ® 0 ’.
e S
Billy Ggat Hill 1)
(@) % {oy
o TN TRCTRR P

faln @ 3 Atbory, ¢ GLEN PARK &
o SaTCr

Research Center for - . .
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Example of Semantic Distance:

@) =1 dp(da) =0

T = argminp(x|z) - dp(x, )

If p(z|z) = D

It’s as if the adversary chose her
estimation in the “tag domain”,
instead of the location domain.

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanBI"Sldade\/lgO 12



* Privacy is related to how good
the adversary’s estimation is.

* Average Adversary Error
(correctness)

Typically,
against the PAE — Z mﬁin Z W(:U) . f(Z|£U) . dp(:l?, f[?)
optimal attack ez x rEX

Shokri, Reza, George Theodorakopoulos, Jean-Yves Le Boudec, and Jean-Pierre Hubaux. "Quantifying location

privacy." IEEE S&P, 2011.
Atlan tTIC ﬁffscii;i:iS:Iz?cLe(%;([):fml.mi(:;ni(m Technologics Universj-da-de\/igo Gpm 113




do(z,z) = Euclidean dp(xz,2) = Euclidean

do(x,z1) = 640m
do(x, z2) = 720m
do(x, z3) = 80m

dp(x,Z1) = 210m
dp(il?,if?g) = 350m
dp(il?,if?g) = 90m

Q= E{dg(x,z)} = 500m
Py = E{dp(z,2)} = 200m

114
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* Given the posterior: p(l’lZ)
« Uncertainty: H(:L"Z — *)
H(z|z) = — ) plz|z)logp(z|2)

reX

* Conditional Entropy (Average Uncertainty):

H(z|z) = E{H(z|z = ¥}

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanﬁrSldade\/lgO

116

GPSC




h St o
€2 e

N®E BALLEY
15 (N (6}

clip

. 27th St

puncan St

z PatHYSY o
Vista Del ® @ o
2 uay =t
Monte Day St = ® % y
il ‘: 30th St 30th E»W‘ ©
° Can,wi) Park 2 Billy Ggat Hill

o (€]
< Se
< /

SSy BN©

Glenridge

Ribor GLEN PARK
Stae. = P ‘r,;’:p:

Pie 11
Peg = 1 bit J 1

Research Center for

AtlantTI

Information & Communication Technologics

UniversidaggVigo

o % o
« The average adversary error
° .. <and the conditional entropy °
- are complementary metrics!!! =
vn#.m: SQUARE  Phore

o =

h St 1)
> €2ef

N®E BALLEY
o ©°

Clipper St
e

. 27th St

@® 28thS

aLs vGE SQUARE

'w.—.me“.‘.
"

Vista Del
Monte Day St = 'Y )
Q nth oF 30th
0 ) 30th St it
Canyi) Park 2 Billy Ggat Hill

(€]
8
BN £

) o ° U R
@ Glenridge ¢ Migue ~

8 B Abory o GLEN PARK B
> St c @ SH.Ner

Py 10
Pce = 5 bits 11

GPSC

117



., Issues of Adversary-Tailored Metrics

~ « The average error and the conditional entropy assume an
' ' : 1 .2
adversary with a certain knowledge: (g1 22 23 ...)

PAE = E{dp(.’L', i)} = 200m PAE = E{dp(.’l?, Z/l})} = 50m

GPSC
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* Adversary-agnostic guarantee.
* Used in database privacy and other fields.
 An LPPM “f” guarantees e-DP
if the following holds: f(z|z")

flzlz) < e - f(z|z)

& ": 1 )‘i_ VERENS
s o T e S SN
- S
bE47)1 RIS
Qunmz O 0.:::‘:::?,&
?IQ é Mody Rd
g; i etd
1 @ Restaurant, H ng Kong
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g 1 r [ ‘IC Research Center for
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Privacy parameter:

Looser bound = Less privacy

e=2

UniversidaggVigo

E 1 1 Tighter bound = More privacy
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* An LPPM “f”

guarantees e-DP if the following holds:

flzlz) < e - f(z|z)

Ve, x' € X Vze Z

I’ The ONE e

Granvile Rd

Mody Rd

Py MOYUEH
py POl

Restaurant, Hong Kong

Sangeetha Vegetarian

Tsim Sha Tsui m

Atlan tTI Research Center for

Information & Communication Technologics

UniversidaggVigo
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. The Solution is... Geo-Indistinguishability!

' » Extension of DP to Location Privacy:

f(elz) < e=t2en) - f(z]a)
Flk| @) < FBEE . £ |§)

Intuition:

* If the two locations are close: d2(&.&) 11
* The adversary will find it hard to distinguish them: € |}

 |fthe two locations are far: d2(8,8) II /
* The adversary will find it easy to distinguish them: € 11

Andrés, M. E., Bordenabe, N. E., Chatzikokolakis, K., & Palamidessi, CCS’13. Geo-indistinguishability: Differential

privacy for location-based systems. GP

Research Center for - . .
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i

\ Choosing the Privacy Level

"« How do we pick €7

* Typical approach:
~ Privacy .
g radius
Elz aheth S

VAL Privacy

>k
el Q E IeVEI
€™ 0 Clipper St
€ = % S g6t

(&, &) < = f(k|&) <

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanﬁrSldade\/lgO

"
How do we choose € ?

* Fromlog(1.4) to log(10).

Normally, log(2).
Example:

r* = 0.5km
e* = log(2) }

Inside the region, we get:

e ~ 0.60km

—1

fok1&) <2- fOXI|&)

Hard to interpret
e - fOk|@)
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Geo-Indistinguishability as an Adversary Error
e Decision adversary:

(&) = (&) =05

N

e If fk|&) < f(¥kI|&) the
&

adversary decides: 8

* Prob. of error:

_ fkl8)
p(&, & %) = fok|&) + fOkI &)

f gives geo-indistinguishability if and only if,
g NOE V, - 1
Pe(&,8 %) 2 pi = 1+ ecd2(&, @)
Atlan tTIC Research Center for

Simon Oya, Carmela Troncoso, and Fernando Pérez-Gonzalez. "Is Geo-
Indistinguishability What You Are Looking for?.“ WPES’17

GPSC

Information & Communication Technologics

UniversidaggVigo




. Geo-Indistinguishability as an Adversary Error

23rd St l pe(g ’ 8 y *) 2 033

Elizabeth St

24th St

= WY Q ';. h 1
(4 p]
—
=

k&) <2 -fGkI&)
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. Most used geo-indistinguishability
LPPM: Laplacian noise:

e Example: we want p. > 0.4 for
locations inside a region r*.

r ~ br* ros ~ 12r*

The price we pay is too high
for the privacy we get!!
Bad privacy-utility trade-off

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanﬁrSldade\/lgO

- Geo-Indistinguishability in Numbers

GPSL!

&

Reported location
here on average

Reported location 95%
of the time is here
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P Cons

Average Quality * Intuitive * Average only
Loss « Versatile dg
Average Adv. Error ¢ Intuitive * Average only

e Versatile dp * Adversary-dependent
Conditional * Intuitive * Average notion
Entropy * Probabilistic (hon-geographic) * Adversary-dependent
Geo- e Adversary-agnostic * Not intuitive
indistinguishability * Numerical issues in the

user-centric approach
e Degrades with further

location reports
GPSC
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Conclusions

* There is no universal notion of privacy.

* Privacy is a multi-dimensional notion.

0.8 "'fl
g 0-6 | _f2
<I
R 04l
0.2t
0 |
0 1

05
Q

* Privacy and utility are subjective and application-dependent.

GPSC

Research Center for - . .
Atlan tTIC Information & Comm mication Technologics UanﬁrSldade\/lgO

128




LPPM Design and Evaluation

129
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ocation Privacy-Preserving Mechanism (LPPM)
Design

Application requirements

ens

Privacy and quality rec X

loss requirements i i P

z € Z

maximize P
subject to Q < Qax

Mobility model

7T(331,LU2,$3, " )

T —

5 y/ Ll S XZD) 4 4 (
4 1 7

JEr e m———— Q' ~ ”’"’" . %
A1 AL % i % %
t* 3 ﬂ q Wil ;J_é

ko b @ Wi
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Traditional Approach:
. Average Adv. Error vs Average Loss

Privacy and quality Theorem: if the mobility model is sporadic,
loss requirements we can design f(z"|z"~1,x") as f(z"|z")
and we do not lose privacy.
maximize Pyg

subject to Q < Q..

Probability that....

Mobility model & Application regs. / ces
71'(561,332,"') :71'(:131)71'(562)... | ‘(/

oo **

i f(z]z)

Addsupto 1l

131
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“Traditional Approach:
Average Adv. Error vs Average Loss

maximize P,g Py = me{z w(z) - f(z|x) - dp(a:,aé)} . B 14
subject to Q < Q.. €2 rEX
— _J/ N
—~—
maximize Z pZ 2 :
X1 b= N= + N variables
f( | )apz 2CZ
st. p. < Z 7(x) N? constraints
TeX
Y w(@) - f2lz) - dola,2) < Quay 1 constraint
xEX z€Z
> flzlz) =1, Vax N constraints
z€EZ

N2 bounds

132
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Toy example:

Optimal Performance

* What does privacy vs. utility look like?

Different users

{

subject to

—
% 2
ﬁ 15 15 15
9 1 4 1
A, =
% 05 05 05
—
= 0 0 0
— 0 0.5 1 15 0 0.5 1 1.5 0 0.2 0.4 06 0.8
= 15 P 2 15
g 1.5 ;
1
27T 1
D—| Té 0.5 0.5 0.5
£2
— % 0.5 1 1.5 % 05 il % 0.2 04 06 08
—_
B0 0.8 0.8 0.8
. -E 0.6 0.6 0.6
Qj g 0.4 04 04
fan] 0.2 0.2 02
~— OD 0.5 1 1.5 l:;0 0.5 1 1.5 00 0.2 0.4 0.6 0.8
Q (Manhattan) Q (Euclidean) Q (Hamming)
Research Center for . . -
Atlan tTI Information & Communication Technologics UnlverSldade\/lgo Gpm

maximize P,g

Q < Qpox

It depends on...

e User mobility

* Terrain

e Application

e Privacy and
utility metrics
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Pag, Semantic

= E{dp(z,2)}

05
o4 f <
03
02 )
01 ' : - puncan St ; e Y
- VI%.GE %QU el e ' EKo
0 1 ] 1 ] O > i o Z 2Gth St i
0 05 B 1 15 2 ] v i\:; /t.zl 1D el ‘ "'~ Q 3 Day St
Q, Euclidean b 2 N\ i ~ omst 30m % ®
° Cuny‘(ﬁ Park 7. Bily ‘@t il )
S ® 8o .
Theorem: optimal remappings do not ey
. . o Gle | d( Migye yount St
reduce (any) privacy metric. N5 FammetSy
" w2 R o Atborg @ GLEN PARK
* Average Error, Conditional Entropy, Geo-Ind. o »%%r

Chatzikokolakis, Konstantinos, Ehab Elsalamouny, and Catuscia Palamidessi. "Efficient utility improvement for

location privacy." PoOPETS’17.
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« The attack that “does nothing”, o
gives Pyp(h*) = Q.

* Therefore, against an optimal attack,

Py <Q

* What is the optimal attack against these
LPPMs?

2aks @

:
™~
puncan St 2 @

) _l [e) 28th St
= Yp, VILAAGE SQUARE Valley @
g0
Vista Del ¢

Monte vS @ . Day St
2 o apth St - 30th '5-7% e
Glen g 30th St
* We have reached the upper bound, and ©  con®rar %o
thus optimal remapping LPPMs are

“do-nothing”

—_— ) Glenridge 1 ]
optimal in terms of privacy: Pye=0Q e J ) e
g @ % Abor, 2 GLEN PARK

r 5 o[ = ® = JJ""’:;&" i
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Traditional Approach with the Markov Model

Privacy and quality
loss requirements

maximize Pyg

subject to < Quox

Mobility model & Application regs.
) = Wo(wl)M(mzlxl) e

M(xr|x'r'—1)

X, I,

Research Center for
Information & Comm mication Technologics

AtlantTIC UniversidagVigo

We have to take all the previous
releases into account:

f(ZT|XT, Zr—l)

We can find an optimal mechanism
by solving a linear program

THE COMPUTATIONAL
COST IS PROHIBITIVE

We can use remapping techniques
to find optimal mechanisms in the
Markov model if dg = dp .
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. There are Infinite Optimal Mechanisms
. Applying the optimal remapping to any f(z|:c) gives an
optimal mechanism.

* Solving the linear program with different algorithms gives us
different LPPMs.

e Optimal LPPMs are in a polytope:

f * Are all optimal LPPMs as “good”?
1

e Let’s StUdy One: Coin mechanism

-

Simon Oya, Carmela Troncoso, and Fernando Pérez-Gonzalez. "Back to the drawing board: Revisiting the design

of optimal location privacy-preserving mechanisms." CCS’17.
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Flip a biased coin

N
Heads! Tails!

*=8 *x=$

Report real Report central
location location

How “good” is this mechanism?

No privacy! Seems OK...

Atlan tTI Research Center for

Information & Communication Technologics

UniversidaggVigo

2aks @
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Canydh Fark

puncan St

GE SQUARE Liey
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® ofoo
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g -"hi:E .:_.
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20th z;ui @)
Q -

Day ot
eeL

Day St Q

15 20N o
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Flip a biased coin

SN\
Heads! Tails!

*=8 *=$

Report real Report central
location location

Real
location

How “good” is this mechanism?

No privacy! w

No utility!

Research Center for - . .
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. The Coin Mechanism

"« You can use this right now
on your phone!!

 Whenever you want to use a
location-based service...

Flip a biased coin

N

Heads! Tails!
Use it!!! D it
use it!

No privacy! No utility!

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanﬁrSldade\/lgO

e This mechanism is oEtimaI
in terms of Py vs. Q.

2

Pag (km), Fuclidean

(/ 0.5 1 15 2

Q (km), Euclidean

* Yet it does not seem very
“desirable”.

* Where’s the problem?
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N

Heads! Tails! Sr
— =% )
Report real Report central o
location location
H(z|z=%)=0 H(z|z =¥%) = H(x) o%_,
If p=1: If p=0:
PCE =0 PCE = H(ZC)
Q=0 Q=E{do(z, %)}

Research Center for - . .
Atlan tTIC Information & Comm mication Technologics UanﬁrSldade\/lgO

. The Coin Mechanism and its Conditional Entropy

* The Coin is very “binary”. The Conditional Entropy reveals this issue.

Pee = E{H(z]z =)}

: Optimal CE

1.5

-
Q

* The Coin performs poorly in
terms of Conditional Entropy!
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. Recap

* Optimal LPPMs in terms of e Careful: they might be
P vs. Q: “undesirable” @
* Solve a linear program e Use other metrics for this:

(expensive) o
: : . * Conditional Entropy
e Optimal remapping (only if _
* Worst-case Quality Loss

dQ = dp)
* There are infinite optimal
LPPMs: * Next:
fl e LPPM design to maximize the

Conditional Entropy.

 LPPM design to maximize
Geo-indistinguishability

GPSC
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~ maximize Pecg minifmize I(z; 2) Py = H($|Z) _ H(a:) B I(a:; Z)
s.t. Q < Qmax » s.t. Q < Qmax t t |ndep. of 1 1
fep fep LPPM
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WAITI!!!
This is the missing link with the

Re Center for S e
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This is
source
coding!

X Z

Sounds known to me... > LPPM
| Real Obfuscated
\ location location
minifmize I(z; 2)
st Q< Qpax Goal: minimize I(X; Z)
JewpP subject to a quality loss
J constraint Q(X, 7) .
n n,
X Source S = S R Source X
encoder decoder
Source Codeword Received
signal signal

‘ IC Research Center for U - d V
Information & Communication Technologics mversi a—de 1g0

Goal: design codebook S and mapping X — S to minimize
I(X™; S) with a distortion (reconstruction) constraint
d(X™, X") < nD.
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Rate-Distortion Function

n > n
X Source S = SA’ Source X
encoder decoder
Source Codeword Received
signal signal

Achievable rates

Optimal rate

* (Quantifies the rate, i.e., how many bits are
needed (on average) to transmit a symbol,
so that the source signal can be
reconstructed at reception without
exceeding a distortion D.

* It can be computed analytically in some
cases.

* It can be computed empirically using

Blahut-Arimoto algorithm.

Research Center for - . .
Atlan tTIC Information & Communication Technologics UanﬁrSldade\/lgO
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n N
X Source SeS Source X
encoder decoder

! i . Source Codeword Received
Practical Source COdlng signal signal

"« Standard approach: vector quantization of X™ The X"
become the centroids. Target is to reduce |S| (e.g. sphere
covering) to minimize bandwidth.

* In location privacy, this corresponds to exactly this
perturbation scheme: i

147
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"« But vector guantization approaches the Rate-Distortion
function for large dimensionality, and we’re in 2-D!!

 We can improve a bit by adding extra dimensions, (e.g., time
slicing, for extra delay) or jointly quantizing several users
(e.g. space cloaking), but still...

il Vigoalminuto

148
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. Rate-Distortion (RD) of an i.i.d. Gaussian Source

IH

"« The “test-channel” is used classically to find the RD for an
i.i.d. Gaussian source.

N ~ N(0,D)

X ~N(0,02 - D) l X ~N(0,02)

(1) :

</

* This is used to show that, for a Gaussian source, it is optimal
to use i.i.d. Gaussian codewords and this yields i.i.d.

Gaussian “quantization” noise. We can always revert the

scheme: N ~ N(0, D)
X ~N(0,07) 4 l_ X ~ N(0,02 - D)
:d_/ >
ALIANtTTC o s Communicarion Technologies  UniversidagVigo Gpsc 149




* The “test channel” is a theoretical construction; we see that adding
noise would work, but this would produce i.i.d. Gaussian codewords,
which are not practical as a source code. '

N ~ N(0,D)

X ~ N(0,02) +l— X ~N(0,62 - D)
NG ,

e But in location privacy, we do not care about rate, but about privacy.

Lopez mora
H

e So for us adding noise is OK!

(recall we already proposed this)

aaaaaaaaaaaaaaa

Research Center for - . .
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* The test channel would suggest adding independent noise
in the Gaussian case, right?

N ~ N(0,D)

X ~N(0,02) +l— XoNO02-D) TNy

G

* Not so fast! In the test channel, the noise N is independent
of X but not of X !!!

* |n fact, the RD is achieved when the noise /N has the form:

N — OéX -+ NO
with o = D/ai and Ny i.i.d. noise independent of X and
with variance 5

oy, =D — D?/o?

GPSC
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* This matches what happens with optimal conditional
entropy LPPMs if the prior is Gaussian:

i pi= 551551

Marginal noise

25
20
0423
02l

0.0%5

0.015

0.01

0.81-
0.005
0.0%s0

.100_

15 b

20+

-25 o =20
-30 -20 -10 0 10 20 30

* Gaussian prior. * Thisis f(z|x = (—15,—15))
« We compute the * It'snot N(0,X)!!
optimal Pcg LPPM. « The noise in depe

N ~ N(0,D) * It’s actually Gaussian!!
) l R ) * This matches the “test channel”.
XNN(()?O-:U) + - XNN<O’0x_D>
1\ .
VQ—J —
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Maximizing the Conditional Entropy

max}mize Pcg minifmize I(z; 2) We could gather

. . T — OC locations and
st Q< Quux B st Q< Qe B)

then perform a

yep fep quantization.
$ L
We could also add (dependent) _p”

noise to every location... which
is more convenient!!

Blahut-Arimoto algorithm computes the encoding x — X in source

coding. We can use to compute the LPPM f(z|z) in location privacy!

GPSC
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minifmize I(x;2)

s.t. Q S Qmax
Blahut-Arimoto Algorithm fep

* The exponential distribution maximizes the entropy for a given
distortion constraint.

e Blahut-Arimoto: iterative algorithm that tries to make an exponential
posterior p(x|z).

& ﬂ b affects privacy

and quality loss

1 -~ 2 —b-dg (z,2)
f(z|a:) i p(z) f(zlz) = p(z)-e de =) 1 Pag
77(55) _ zze;:p(z bt 1 ECE
Normalization 1 Q"
N Intuition:
s p(x|z) = fﬁiﬂ;) - (x) ~ Exponential

Research Center for - . .
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. Exponential Posterior LPPM

Optimal in discrete Z! Not optimal in cont. Z
(but close)!

f(zlz)

Blahut-
Arimoto

Lap

i—ExPost

%
b
.=
o
=
5
]
=0
¥

0 i i i I i A i

0 0.2 04 u.ls 0.8 1 0 0.2 04 0.6 L'.i.lﬁ 1
(), Euclidean (), Euclidean
Simon Oya, Carmela Troncoso, and Fernando Pérez-Gonzalez. "Back to the drawing board: Revisiting the design
of optimal location privacy-preserving mechanisms." CCS’17.
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* Most LPPMs do not
guarantee any level of
geo-ind (i.e., € = 0c0).

* E.g., finite mechanisms.

d
(Pharmacy) Salisd oy ¥
East Tsim Sha Tsui
salisbury Rd Qo
Research Center for - . .
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) < e€d2 (z,z")

f(z]z’)

Park

Vo, o', z

Q ActiveCarePharmacy

. The ONE @

¢owloon Mosque
1d Islamic Centre
NAEBHSE

Wat '
Granvite R ook St & f ( | atsons
Goodyear Pharmacy
& Perfume

N
N
RUFARER I N
. meocare Hong 5 S
' g Homeopathy Living H?“;;
@ Haiphong Rd ik Hart Al
) A Tsim Sha Tsui
: K Promenade
i %
9 ERRE @ % 300
wloo ) " b

el 0 /

5 2 Mody Rd ; z x >

2 2

=T Sangeethdlegetarian 3

ol

]
HH

@ Q Right View Hall
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) < o€z (z,2") - f(z|2) Ve, 1z, 2

1 ES
Uzbekistan B:fg;g ¢
z4
Seprola s © Sea of Japan
Tajikistan
* Most LPPMs do not ,
b Afghanistan China Shanghai Osska
£i# K

raq jran North
ordan

" Pakistan © East China Sea Pasific
it Nepsl:. o it 5 Ocean
. . Saudi Arabia o Bannlade§; Taiwa: i (Z | .l:) > O
eo-In |.e €E — OO Wy Hrersomar
° ° ’ ° o Laos Philippine Sea
. . . Jemed Bengaluru Thailand ! c:::l . Lizan
* ibouti goridacy BayofBengal . M::;‘g::’;@ jgviqnan
° . . Djibouti Arabian Sea k3 § Cambodia Philippines
’ AndamanSes,/ oo (.:|h|
i Guif of
Enonls Yt‘:y\:nn Mo alawan I':ﬁ\@;::m
Sri Lanka
Basilan Island
Malaysia
Somelis Kuala Lumpur e
Kenya @ Celeb: ,
i Singapore > 0
Nairobi
. Z |
* We are going to see
Jakarta  Java Sea Indongsls Papua New
) Guinea
f Sea

some geo-ind LPPMs

Mozambique

Madagascar

NORTHERN
Indian ERRITORY
Ocean QUEENSLAND
Australia Brisba
¢
AUS o
Perth
©
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flzlz) <ec®@E) . f(z)2)) Va2, 2

* The Laplacian LPPM provides b-geo-indistinguishability.

2 2
f(z|gj) — b_e_b | dg(l’,Z) < b_e_b ) dQ(SCI, Z) . 8b | d2(331$,)

2T 2T
_ W,

dy(2', 2) < dg(z, 2) + da(,2") f(z]z’)

—dz(CC, Z) S —dz(CC,, Z) + dz(.’IJ,CC,)

GPSC
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/ » Discrete set of locations:

—b-do(x,2z
fe]z) = g

Z e—b-dg(m,z')

z'eZ

* This mechanism guarantees 2b-geo-indistinguishability.

/
_ e bda(@2) e~ bdz(a’,2) b-dg (@)
f(Z‘ZE) o § , —b-da(z,2") S E ’ —b-da (z,2") € ,
6 2 b e 2 &)
z'eZ z'eZ
—bedy (2 bedy (z,a'
< e o (z',2) e 2(::::::2 _ 2bda(a) f(z\a:’)
— § : —b-da(x,2") —b-da(x,x")
(& €
z'eZ

do(x,2") < ds(x',2) + do(z, 7)) == —dy(x,2") > —ds(2’, 2") — do(z, 2")

Research Center for - . . | ! I E q d
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F(z|lz) < ec®@z) (4|2 Vo, 2, z

1 2 —bdg (w,)
* Exponential LPPM:
f(z]z) = e tiatn)
Z e—b-dg(a:,z’)
z'eZ

 If dg(-) satisfies the triangle inequality, ExPost
provides 2b-geo-indistinguishability.

161
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//’/,/,
Laplacian vs. Exponential vs. ExPost

Laplace Exponential ExPost Laplace

State-of-the-art
in geo-ind.

Gowalla dataset

GPSC

Q, Fuclidean
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. Optimal Geo-Indistinguishability

"« We can minimize € subject to a quality loss constraint.

* In this case, it is easier to minimize the quality loss subject
to an € constraint.

minimize Z Z m(x) - f(zlz) - do(z, 2) N2 variables
f(z|a:) TeX z€Z
st fzlz) < e L@ f(2)2)) Va,a, 2 N3 constraints
Z fzlz) =1, Vv N constraints

zZEZ

f(zlz) >0, Vz,z N2 bounds

* There are more efficient methods, but still expensive...

163
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How Good is Optimal Geo-Ind?

T-drive dataset Geolife dataset

I 1 1 I I 1 1 I I
02 04 06 08 10 12 14 16 18 20 02 04 06 08 10 12 14 16 18 20
Epsilon Epsilon

mm=  Optimal Geo-Indistinguishability
Laplace LPPM (no remapping)

N. E. Bordenabe, K. Chatzikokolakis, and C. Palamidessi. "Optimal geo-indistinguishable mechanisms for location privacy." CCS'14.
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Average Error (Pyg)

* Linear Program:

» Performance: =F =p ==

» Scaling: == ==

* Any LPPM + Remapping (RM):
» Performance:

If dp =dg: =p == =P

If dp #dg:?

» Scaling: =fF = ==

g 1 r [ ‘IC Research Center for
t ant Information & Communication Technologics

LPPM Design: Summary

Conditional Entropy (Pcg)

ExPost (Blahut-Arimoto):

Performance: =k =k =k

Scaling: ==

Laplace/Gaussian/Circular +
RM:

Performance: =

Scaling: =F =F =

“Binary mechanisms”:
Performance: == == ==

Scaling: =k gk == (&)

UniversidaggVigo

GPSC

Geo-Indistinguishability

Laplace + RM:
» Performance: =fF =

» Scaling: 5F =F =F

* Exponential/ExPost + RM:
» Performance: =F
» Scaling: ==

* Optimal Geo-Ind:

> Performance: =f =F ==

» Scaling: == = ==
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Practical Considerations for LPPM
Design

166
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Do we know the real omm
mobility model?

}

Can we look
into the No
future?

We do not know
the real mobility
model

Research Center for - . .
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Can we use
We do not know something that

the real mobility | is similar?
model

Past user
mobility traces

T ¢ Train a Desien th
races from mobility it (), 22,25, - - Yo esign the
other users | model LPPM

Other location
information

Research Center for - . .
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e ActiveCarePharmacy

3 c $T_23 v » Some » ﬁ'( . ,:UT_Q, xr—l’ QCT)

algorithm

ar Pharmacy
serfume

Homeocare Hong
K Homeopathy

= =] m‘r_l

5 pions! ong
. 3:}“9 Optimal attack: p(z', -+ ,a"[z",---2")

b
Right View Hall % /
(Pharmacy) o o

Sha Tsul
ah©®

=& We need to handle |X'|"values to compute
the optimal attack and measure privacy...

¢

Problem:  f(z"|xt, -+ 2", 21, .- 2"

GPSC
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LPPM Design and Evaluation Framework

Design Evaluation
. . Train )
Trzg;\;ng Mobility Tessztng
Model
7(xX) X
Performance
requirements
— Theoretical f Empirical
/V Design Evaluation
P e
Atlan tTI C ﬁffs:fr:i:u(;: I;Lil;({:fmlmh:;mon Technologics UniversidadeV igo

Performance

metrics
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e Gowalla dataset.

e 16 users for evaluation

* San Francisco Region:

* All the others as training data

e Ll e D * Sporadic mobility assumption.

- ’ & .. s -
DG B P [\ Coin .9
. S . /AN
U 3 ..,,‘ f s . \ o)
5 .'-', Q
‘..' Lb&,“-ﬁé;’ ! \.. "
A .,,'f'%.‘,rf' B
< q%' N 3 N
Y A *i3
\ N, .-..&:'-;-"f' e 6@ (%
& » ". 3 JH‘?{J-”:. ! o 0Q o) T QB@@
B v . y -‘_._: . OO © efo] Qo OQ)
‘:r. : i c © Qg [o]®] o®
s . o I o o]
.. ~,“ﬁ£“.~a’<'j o 4 o
N { T

ExPost

Atlan tTI Research Center for

Information & Communication Technologics UnlverSldade\/lgo

171



- User’s Mobility Profile

Userl

15 ¢ 15 ¢
wloe 0}
q.. '...
5¢ . 5 .
s .
0r Y 0
o .
5 , . ‘.l.. - 5 A 5
10} C e 10} 10}
)
-15 — : L .15 — L L .15 — . .
-5 0 5 -5 0 5 -5 0 5
Very spread, not close to avg. Closer to avg. Concentrated in two regions.

Research Center for - . .
Atlan tTI Information & Communication Technologics UanBrSldade\/lgO

GPSC 8




Ppg, Buclidean (km)

"
4t

Coin, Gowalla

ExPost, Gowalla

1 —
——User 1
—— |ser 2
0.8 1 User 3
||||||||||| Theorv

Pyr, Fuclidean (km)

o 0.4 0.6 0.8
Q, Euclidean (km)

Lap, Gowalla

1 0 0.2 0.4 0.6 0.8 1
Q. Euclidean (km)

* Performance worsens in evaluation.

* Users: different performance in the
evaluation!!

e LPPMs: different performance in the

evaluation!! :

AtlantTI

- U_Id CI_IE
Q, Euclidean (km)

Research Center for
Information & Communication Technologics

GPSC

UniversidaggVigo
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Different Performance Among Users
(Average Error Privacy)

Lap, Gowalla User1
- _
— m—— | ser 1
& osr| Ty} .
P I Theory] -y
I —— :
= e
] N fa fro™
Q:i . NO“' (\0“'
. : | b\x‘- Caﬂ
04 & 0.6 NS . e\a(%e
Q. Eyelidean (km) aC \e\'
4 p“.\\’ao’
15 .
-
- : "
off @
5 .
5 0 5
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Coin, Gowalla

Conditional Entropy (Gowalla)

ExPost, Gowalla

Tr r
--------- User 1, theo
6 |= = =user 1, prac 6
-------- User 2, theo

5F|= = —User 2, prac 5r
- User 3, theo o’
E at User 3, prac E 4t

2| 2y T L e T

1| o 1 -,._-_V’.L"" "!:____ - v

- Peg =T o~ ;: IDilee kﬂ::&i.._-_--:ﬂ‘.. ]
00 'fIJ__l 0.2 0.3 0.4 0.5 0.6 OCI 0.1 0.2 0.3 0.4 0.5 0.6
(). km (). km
. Lap, Gowalla . .
* Performance worsens in evaluation (but

6 .

| not much, due to concavity of entropy).
2.1 e Users: different performance in the
R R ——— evaluation!!

-
....... T cldulin. Al : :
2 e S e * LPPMs: different performance in the
T ....:;r-' o _e--" .
oarth -7 evaluation!!
00 0.1 0.2 0.3 0.4 0.5 0.6
(), km
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Different Performance Among Users
(Conditional Entropy)

Lap, Gowalla

Prg. bits

Somewhere in
between

Research Center for
Information & Communication Technologics

AtlantTT UniversidaggVigo

User 3
15 1
10 +
1, entfoP
\’\\% < \ n
u\oca\ \’
b
-5+ .
10 F
-15 :
5 0 5
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Lap, Gowalla

A
i

=
1

wrt
o
™

) /i — — ser 1

/)// —uUuser2| g Y

~Geo-Indistinguishability Eer iz
(as an Adversary Error)

=)
oo

(=]
[=3]
T

....
....
ar
)
....
L
....
...

n=

Py, Tuclidean (

(=]

04 0.6 0.8 1
Q, Euclidean (km)

Lap, Gowalla

)

X 0.35 1

il

E 0.3r

“op.2s5

o,

o 0.2r

o

— 0.15 = = = |Jger 1,

E | jser 1, prac

= 01r = = = ||ger 2, theo
= | ser 2, prac
= 0.05r {’ 1 User 3, theo
o S ikl User 3, prac

E 0 ——-ﬂﬁ.{- = i 1 |
— 0 0.2 0 o4 0.6 0.8 1

Q. Euclidean (km)
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. Practical Considerations (Conclusions)

e ln practice, we do not perfectly know the user’s mobility
model.

* LPPMs designed with training data are tailored to that data,
and thus perform worse if the evaluation data is different.

* Designing LPPMs to protect users in practice is very
challenging.
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Challenges Ahead

Research Center for - . .
Atlan tTIC Information & Communication Technologics UnlverSldade\/lgo 179




~« We have explained the basics of user-centric perturbation-
based location privacy.

Practical
considerations
when designing

those LPPMs

How to design
LPPMs according to
those metrics

How to measure
privacy and utility

* In practice, guaranteeing location privacy is (even) a more
complex issue.
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* Extension for Google Chrome/Firefox.

* You can choose from privacy levels and add Laplacian noise.

* You can also choose a fixed location (this is actually what

most people use it for).

map=13/48.8268/2.3440 @9 =

Privacy level: medium h Up

‘ Export GPS Traces User Diarieg

B . ~

By < : 1 Set level for www.openstreetmap.org »
Saint-Germain-des-Prés g™

B‘ Pause Location Guard n

Hide icon

; 4 Options

What is Location Guard?
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Privacy Levels

Protection: 500 m

Cache location for: 30 minutes

4 &
pdissement:
+ | 2 gy

g

Accuracy: 1186 m

11e,Arrondissement:

n

han

.
Leaflet | Map data © OpenStreetMap contributors.
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- Location Mask, developed by Miguel Gallego Martin
(University of Vigo).

* Implementation of the ExPost LPPM.

AG () 92%
Location mask :ERVEN) O
B = 10(medium) ()
B = 20(low) @)
Av. de Balaidos
P olbar to che B dio Municipal '
alaidos
av, do Alcalde P orianel y
RUN C

Cemiterio de Pereir6 €M

Google
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. The “Privacy Paradox”
~ * Consumer’s choice to use mobile technologies is primarily
driven by considerations of popularity, usability and the

price of a given technology despite the potential risk of data
misuse.

* But research shows that users are concerned about privacy
and misuses of their data.

Eurostat: 71% of Europeans agree that “providing personal information is
an increasing part of modern life”.

57% disagree with “providing personal information
IS not a big issue for them”.

o
. I |
‘ ' http://ec.europa.eu/commfrontoffice/publicopinion/

EUROBAROMETER archives/ebs/ebs_431_en.pdf
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Privacy Paradox
(N=35)

1 | I —

(1) (2)

Risk-benefit Little to no risk
calculation assessment
(n=27) (n=9)

—

|

(1a) (2a) (2c)
Risk-benefit (1b) - (2b) Knowledge
calculation Biased risk Value of desired Privacy valuation deficiency due to
guided b assessment gosis oubwoighs failed incomplete
4 nsks assessed K :
rationality (n=18) (n=4) (n=2) information
n=8 (n=3)
(i) (V)
() Difference
I Under-fover- v
Heuiiilic.s eslrn;ilig:l:lf {immediate) Stk l-:at'}il
n=7 T gratifications judgements of n=1)
(o=7) (n=3) (n=5) risks and benefits -
(n=2) \

Fig. L. Overview of categorization theories according to nature of decision making.

S. Barth et al. “The privacy paradox : Investigating discrepancies between expressed
privacy concerns and actual online behavior - A systematic literature review”,

Telematics and Informatics, 2017.
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. Good remarks (in our view)
. People are biased when making choices about privacy vs.
utility.

* There are no privacy assessment measures that can be used
to make a rational decision.

People underestimate their own risk but not others’
(optimistic bias stance).

People seek immediate gratification (including habit) and
are concerned about being excluded from the group.

Resignation (users perceive they have little power).

* Asymmetric and incomplete information.
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Asymmetric Information

In the LBS market, users cannot properly evaluate the amount of
privacy they lose.

This is an instance of “asymmetric information”. Users cannot
select the best product because there are hidden costs in terms
of privacy.

Example: Google doesn’t tell you the whole truth with “Location
History”.

Customers may not even consider using other privacy preserving

alternatives because of such asymmetry. Sk ot s istary o v

locations even when Location

This “adverse selection” hampers innovation. History is off

Devin Coldewey

This is why a solution is privacy enforcement by law.

-
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- Incomplete Information

A

* The user does not know what is the utility from the LBS
provider.

* Example: Facebook tells you it’s for your own good.

you, We use your connections, preferences, interests and activities

n “To create personalized products that are unique and relevant to
based on the data we collect and learn from you and others”.

Facehook Secretly Shared User Data After Saying It
Stopped

Netflix, AirBnb, Lyft and other companies got special access to info on people’s friends without their knowledge, new
documents published by Britain’s Parliament reveal.

(?‘ Kelly Weill f 4 =
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- Privacy as a Zero-Sum Game

Achievable region
Optimal Mechanism

Achievable region
Optimal Adversary

Utility for the
adversary is
proportional to
Quality of user

>
J
©
2
S
Q.

Privacy+Quality=Constant

AT

- &
Quality Loss
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., Can the user do anything else to increase privacy?
~ « So far, the quality of the response that we get from the
Location Based Service is the resource that we trade in for

privacy.

ExPost, Gowalla

=
1

* However, there are other
resources we could trade
in for privacy:

e Computational Complexity
* Bandwidth | | | | |

i Delay Q, Euclidean (km)

(km)

Py, Euclidean
e e
= o

e
]

40
ab
*
rrrr
a
an?
ant!

=]

Average Quality Loss (compared to
the quality of a unprotected
location release)
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e We saw examples of this at the beginning.

Retrieval in the Encrypted Domain

Encrypted qguery .

Privacy

Encrypted reply

GPSC

Atlan tTIC I f ormation Universj-da-de\/igo

a

Computational

* There’s a notion of “provider utility” behind this, tha
have not taken into account!

| gave it for free
because | wanted
your data!

N\

)

Quality Loss

* But the service provider gets nothing for her collaboration

t we
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. Can we find a midpoint?
. Maybe we can let the server get some information (some
“server utility”), but also hide some.

* Also, we can rely on both computational complexity and
perturbation to achieve privacy!

* Example:

Privacy

e This is an interesting
future line of work.

Computational complexity
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. Using more bandwidth (dummy locations) decreases quality
of service (or increases privacy).

Privacy

Quality Loss
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Delay as a Source of Privacy

* |f several users cooperate and “mix” their location reports:

& *x— Vs
& S+ | X

& ——

MIX
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. Example of Performance (from Mix literature)

e Average Adversary Error (MSE) of estimating the mobility
profile of a user (not an individual location).

o Different delay
L] _—~—" strategies!
>
[ -
©
bl /
(&)
>
©
<

0 1 1 1 1 1 1 1 ]

1 1.5 2 2.5 3 3.5 4 45 5
)

Average Delay (hours)
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Other Issues of LPPMs in Practice:
. More Realistic Mobility Models

. We have seen sporadic mobility models.
* Also, a bit of Markov mobility models.

* In practice, users normally have routines.
* Leave home for work at the same time.

Stay the same time at work.

Leave work at the same time.

Go to the gym at the same time.

* This induces correlations between the user’s
locations, that can be exploited by an
adversary.
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Defending against this is a difficult challenge. User mobility
behaviors are very complex.
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How to Generate Dummy Traces? [Chow, Golle 2009]
9.:,.3 * Take polyline from the
route offered by Google. ™™ = ,

FREMAP =

* Generate additional

B8 Rua Pintor Lt

. . . :; o :;5 ﬁ&m‘"/;{nz
points between existing. o 5\,\ N

 Points are meant to

be equally spaced in time. WS e e
* Add random stops. AT\
* Add noise to each vertex [ T—

to simulate GPS.

e Sample the available vertices and report them.
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ey : R
This new spatial cloaking
mechanism is a game
..we need more research! changer!

J

Research Center for - . .
Atlan tTI Information & Communication Technologics Unlvers}'dade\/lgo 200




